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CONFIDENTIALITY POLICY/REQUIREMENT TO PROTECT

PRIVACY OF ALL PROGRAM APPLICANTS AND PARTICIPANTS
1.
General

It shall be the policy of the Housing Authority of the City of Santa Barbara to fully comply with the Federal Privacy Act of 1974 in the implementation of all programs, particularly as it relates to protection of both applicant and program participant records. Implementation of this policy shall be in accordance with the rules promulgated in 24 CFR Part 16 and 42 CFR Part 2. All Housing Authority employees, commissioners, officers, and consultants shall be bound by the confidentiality requirements set forth in said codes of federal regulations.

2.
Record Keeping/Data Collection

All personal information and data collected from an applicant or participant in a Housing Authority sponsored program shall be stored in a locked file cabinet and review of said information/data by Housing Authority staff (or other authorized persons) shall be on a "need to know basis". Applicants and participants will be assured that no information is released from their files without their written permission or is done so as the result of a subpoena or warrant and the Housing Authority is forced to comply pursuant to State or Federal law. If program evaluation necessitates data retrieval from applicant or participant records, tracking will be done using a numbering system so that confidentiality will be protected. In addition, if outside consultants are used, a service agreement will be executed by the Housing Authority and the consultant ensuring that the evaluators will be bound by the confidentiality requirements set forth in 24 CFR Part 16 and 42 CFR Part 2.

3.  Special Privacy and Confidentiality Rules Related to Criminal Records

In addition to the above policy statements, the Housing Authority shall make sure that all criminal records concerning program applicants and participants shall be maintained in a manner that is strictly confidential. Such information shall not be misused or improperly disseminated and will be destroyed once the purpose for which it was secured is accomplished. If criminal records are used for any adverse action against a current or prospective program participant, the Housing Authority will provide the applicant or tenant with a copy of the criminal record and an opportunity to dispute the accuracy or relevancy of the record.

4. Special Privacy and Confidentiality Rules Related to Applicants/Participants in Housing Authority Sponsored Alcohol and Drug Treatment Programs
The Housing Authority shall adhere to the federal confidentiality regulations prohibiting release of records or information concerning a patient in a federally funded alcohol and drug treatment program. Specifically the Housing Authority shall comply with the regulations set forth in 42 CFR Secs. 2.12 and 2.13(a). Section 2.12 prohibits unauthorized disclosure of information, regardless of whether the person seeking the information already has the information, has other means of obtaining it, enjoys official status, has obtained a subpoena or warrant, or is authorized by state law. The Housing Authority also understands and adheres to 42 CFR Sec.2.13(b) and 2.20 which specifies that any state law providing more liberal disclosure of information than that prohibited by federal rules is invalid. The State may, however, impose regulations requiring greater confidentiality than what is set forth in federal regulations.

If the Housing Authority receives a request for disclosure of an individual's records that is not permitted by the regulations, the Housing Authority staff will refuse to make the disclosure, and will do so in a way that does not reveal that the individual has ever been diagnosed or treated for alcohol or drug abuse. Staff's response shall be made in the following way, "federal law prohibits me from disclosing that information". The same response is given whether or not the individual under inquiry has ever been a Housing Authority applicant or participant.

Housing Authority staff understands the exceptions to the general rule prohibiting disclosure including written consent, required internal communications, medical emergency, court order, and crimes in progress.

Housing Authority staff shall fully understand the rules applying to written consent forms, and will assure that its "Consent to Release Drug and Alcohol Treatment Records" contains all of the specifications laid out in 42 CFR Sec 2.33. Financial information and immigration status is also considered to be confidential at the Housing Authority.

Applicants for and participants in Housing Authority sponsored drug and alcohol treatment programs will be informed of the voluntary nature of said programs. They will be informed that they may terminate their participation in such programs at any time and that if they decline to participate in the release of any data to outside agencies or to project evaluators, that it will not affect their treatment status.

Upon admission to Housing Authority sponsored drug and alcohol programs, participants will be provided with consent forms, and release of information documents as part of the intake process. If participants cannot read, are not conversant in English, or are hearing or sight impaired, every effort will be made to have said documents read or translated as appropriate before they are asked to sign. Participants are provided with a written copy of the participants Rights Form, and are informed that their signed consent forms are kept on file. 

